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We focus relentlessly on security and privacy on the Google Play Store to ensure Android
users have a positive experience discovering and installing apps and games they love. We
regularly update our Google Play Developer policies and today have introduced stronger
controls and new policies to keep user data safe. Here are a few updates:

Upgrading for security and performance

As previously announced, as of November 1, 2018, Google Play will require updates to
existing apps to target API level 26 (Android 8.0) or higher (this is already required for all
new apps). Our goal is to ensure all apps on Google Play are built using the latest APIs that
are optimized for security and performance.

Protecting Users

Our Google Play Developer policies are designed to provide a safe and secure experience
for our users while also giving developers the tools they need to succeed. For example, we
have always required developers to limit permission requests to only what is needed for
their app to function and to be clear with users about what data they access.

As part of today's Google Play Developer Policy update, we're announcing changes related
to SMS and Call Log permissions. Some Android apps ask for permission to access a user's
phone (including call logs) and SMS data. Going forward, Google Play will limit which apps
are allowed to ask for these permissions. Only an app that has been selected as a user's
default app for making calls or text messages will be able to access call logs and SMS,
respectively.

Please visit our Google Play Developer Policy Center and this Help Center article for detailed
information on product alternatives to SMS and call logs permissions. For example, the
SMS Retriever API enables you to perform SMS-based user verification and SMS Intent
enables you to initiate an SMS or MMS text message to share content or invitations. We'll be
working with our developer partners to give them appropriate time to adjust and update
their apps, and will begin enforcement 90 days from this policy update.

In the coming months, we'll be rolling out additional controls and policies across our various
products and platforms, and will continue to work with you, our developers, to help with the
transition.

The trust of our users is critical and together we'll continue to build a safe and secure
Android ecosystem.



